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Lots of data is being collected



Many types of data



By lots of people



Been collected for a long time 



Data comes from carriers



Data comes from transports



And data comes from cloud services



Really, really, really, lots of data  



Includes active attacks



Let’s be organized
• Need to fit all these attacks into a threat model	



• Ensure that our work covers all the attacks	



• … and we don’t work on things that don’t help



Passive attacker
• Attacker can listen to communications	



• Same old attack we know and love	



• Pervasive attack can correlate communications
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Passive attacker

• Mitigation: Hide information on the wire	


• Minimization: Just don’t send the information	



• Encryption: Render the information unintelligible	



• Anonymization: Render the information intelligible
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Active attacker
• Attacker can observe and modify communications	



• Pervasive attacker in the network core can attack 
more sessions (e.g., by winning race conditions)	



• Pervasive attackers are often in a good position to 
acquire bogus (but valid) credentials

Alice Bob



Active attacker

• Mitigation: Make sure you’re talking to who you 
think you are	



• Authentication technologies (e.g., PKIX, DANE)	



• Improve information about who to trust	



• Key pinning, Certificate Transparency, DANE
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Aside: Collaboration
• A legitimate actor giving help to the attacker	



• Static: One-time help (e.g., private key)	



• Dynamic: Ongoing, per-session help	



• Content:  The desired content itself	



• Witting or unwitting 
• Your IT can collaborate on your behalf	



• Real or virtual	


• Hand over key data or make it predictable



Static key exfilatration
• Collaborator provides attacker with long-lived keys

• Mitigation: Use PFS to require per-session keys
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Dynamic key exfilatration
• Collaborator provides attacker with per-session keys

• Mitigation: Use PFS to require per-session keys
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Content exfiltration
• Collaborator provides user information to attacker 	



• Especially common in messaging & cloud apps
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Content exfiltration

• Mitigation: Deny the server access to information	


• End-to-end security on messages (e.g., S/MIME, PGP)	



• Avoid concentration  information on a few servers 
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Summary
• Five main attack classes	



• Pervasive passive attack [metadata, correlation]	



• Pervasive active attack [access in the network core]	



• Static key exfiltration	



• Dynamic key exfiltration	



• Content exfiltration	



• In reality, attackers will do all of these 	



• Technology can increase the cost of attackers 
getting what they want	



• Technology cost (passive → active)	



• Risk of exposure (static → dynamic, target dispersal)
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